
KEY SKILLS
Microsoft Office

Teamwork

Problem-Solving and Analytical

Skills

Adaptability to change 

Interpersonal and

communication skills

Ability to leverage technologies

Time and project management

skills

Initiative 

English 
Nepali

LANGUAGES

EDUCATION
COVENTRY UNIVERSITY

BSc (Hons) Ethical Hacking
and Cybersecurity |
Softwarica College of IT and
E-Commerce

TECHNICAL SKILLS

Motivated cybersecurity graduate with a foundation in network security, ethical hacking, and risk management. Actively
seeking an opportunity to gain hands-on experience in threat analysis, incident response, and real-world cybersecurity
scenarios. Eager to sharpen technical expertise while receiving professional training and guidance from industry experts.

PROFILE INFO

NARENDRA MAHARJAN

Experienced on Linux Operating System (Kali, Ubuntu)
Virtualization (Virtualbox / Vmware)
Experienced in digital forensic tools like Bulk Extractor, FTK Imager,
Autopsy

Networking - Network Security, Switching and Routing
Vulnerability assessment and penetration testing (VAPT report) conducted
using various tools like - Wireshark, Nmap, Metasploit, Burp Suite
Server Deployment and Microsoft group policy management
Deployment of various tools using Docker Environment 

OPERATING SYSTEMS

Windows OS
Linux OS

ACADEMIC PROJECTS

Automated Auditing Toolkit
Design and implementation of an automate auditing toolkit for
detecting security misconfiguration in Active Directory Environment
with Natural Language Processing (NLP)

Intrusion Detection System (IDS)
Design and implementation of IDS (Intrusion Detection System)  

MITM testing and brute-forcing
Using "Airmon" tools/command-line, MITM (Man-in-the-Middle)
testing was performed to gain access to the 3-way handshake file of a
particular Wi-Fi network, and the password was cracked using brute-
forcing.

Wazuh Home Lab
Setup Wazuh Server in ubuntu OS along with Wazuh client in multiple
endpoint devices 

CONTACT

PHONE: +977 9818142441
Email :  narendramj7@gmai l .com
Address:  Balaju ,  Kathmandu
Linkedin:  h t tps ://www. l inkedin .com/in/narendra-mahar jan-980941265/



EXPERIENCE

3 months as a L1 Security Analyst at Raechal Enterprises Pvt Ltd
Information

CERTIFICATES:

Security Blue Team:
Introduction to Digital Forensic-course

Red Team Leaders
Certified Cybersecurity Educator Professional (CCEP)

CrowdStrike University Certificates


